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ABSTRACT 
This paper reviews the applications of in-situ health 
monitoring and prognostic sensors with the focus on those 
in electronic systems. It provides an insight into the issues 
of utilizing in-situ sensors in electronic systems for health 
monitoring and prognostics. Those issues are discussed in 
comparison to those for mechanical systems and 
structures. This paper also introduces a physics-of-failure 
based life-consumption monitoring methodology for the 
health monitoring and life prediction of electronic systems. 
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INTRODUCTION 
Many systems and structures, such as avionic systems, 
aerospace vehicles, civil infrastructures, nuclear facilities, 
and mining machinery, are designed for long-term 
operations and these operations need periodic maintenance 
and/or replacement for safety and reliability. Reliability is 
essential in these applications because failure of these 
systems and structures can lead to serious loss of lives 
and/or properties [1,2,3]. 
 
Health monitoring and prognostics (HMP) is a proactive 
system to identify fault and determine health conditions or 
likely failure occurrence [1,3,4]. It provides information 
for maintenance and replacement so that a failure can be 
prevented in advance. In addition, prognostics in a HMP 
system also provides prediction of life consumption and 
remaining life, which combined with other information on 
health conditions offers the possibility of maintenance and 
replacement on a complete per-need basis, and hence, the 
possibility of significant cost savings [1,5,6]. 
 
The health monitoring and maintenance of many systems 
and structures has so far been depending upon visual 
inspection and testing that are time consuming, labor 
intensive, and costly [3,6,7]. Using in-situ sensors in health 
monitoring and prognostics enables continuous monitoring 
of a system or structure with minimal human involvement 
and with no interruption of operation. It eliminates the 
need of disassembly or prior knowledge of likely damage 
locations in the health monitoring and maintenance 
operations.  

 
Utilizing smart sensors developed with the latest 
technologies in microelectronics, micro-electro-mechanical 
systems (MEMS), and nano-technology has become a clear 
trend in health monitoring and prognostics [1,8,9]. These 
sensors provide extended sensing capability and 
performance, improved design flexibility for the in-situ 
monitoring applications, and reduced cost. Combined with 
communication and networking technologies, particular the 
wireless networking technologies, the latest in-situ HMP 
sensors offer the possibility for developing a fully 
autonomous, condition-based maintenance management 
system [3,6,10,11,12]. 
 
This paper reviews the applications of in-situ health 
monitoring and prognostic sensors with the focus on those 
in electronic systems. It provides an insight into the issues 
of using in-situ sensors in electronic systems for health 
monitoring and prognostics. Those issues are discussed in 
comparison to those for mechanical systems and structures. 
This paper also introduces a physics-of-failure based life-
consumption monitoring methodology that is now under 
development in CALCE Electronic Products and Systems 
Center at the University of Maryland for in-situ health 
monitoring and life prediction of electronic systems. 
 
IN-SITU HMP SENSORS IN TRADITIONAL 
APPLICATIONS 
Health monitoring and prognostics (HMP) has traditionally 
been employed on safety-critical mechanical systems and 
structures, such as propulsion engines, aircraft structures, 
and railroad suspension systems [5]. Even in today, the 
applications of HMP systems on mechanical machineries 
and structures remain dominant compared with other 
applications, such as electronics systems. The reasons for 
this can be summarized from the following perspectives:  
 
First, if operations are carried out under designated 
conditions, majority of failures now seen on properly 
tested and qualified mechanical systems are of wear-out 
failures with typical failure mechanisms of fatigue, creep, 
and corrosion. People have gained sufficient knowledge 
and developed technologies to avoid unexpected sudden 
failures like those occurred in the incident of the Liberty 
ships during the World War II. Unlike over-stress failures, 



wear-out failures are a result of damages accumulated in 
one or multiple processes. These failures can be prevented 
using periodic maintenance and replacement provided that 
the damage can be detected in advance. Fortunately, people 
have obtained enough knowledge and have mature 
technologies of damage detection and fault diagnose on 
mechanical systems. These knowledge and technologies 
provide a fundamental basis for developing a feasible and 
an effective health monitoring and diagnose system for 
mechanical machineries and structures. As a result, people 
have been able to ensure a reliable operation of a 
mechanical system in each mission and use maintenance to 
achieve the reliable operation of the system for its entire 
cycle of life. 
 
It is well known in the reliability engineering community 
that redundancy is an effective approach to improve the 
overall operational reliability of a system without 
improving technology itself. Although redundancy can be 
integrated into mechanical systems in some cases, such as 
the use of multiple instead of one engine on an aircraft, 
designing redundant mechanical systems is feasible in 
engineering only for very limited cases. Therefore, the 
health monitoring and prognostic approach, combined with 
periodic maintenance, needs to play a major role in high-
reliability operation of mechanical systems and structures. 
 
In addition, health monitoring and prognostics of 
mechanical systems and structure has a much longer 
history than electronic systems. An enhanced HMP system 
utilizing the latest in-situ sensing technologies sees a 
broader need and economic benefit on the mechanical 
systems and structures than on the electronic systems. 
People have had a much more ready and mature sensing, 
fault diagnose, and reliability prognostic technologies for 
mechanical systems than for electronic systems. 
 
Table 1 provides examples of in-situ health monitoring and 
prognostics applications on mechanical systems and 
structures. Other applications include motors and hydraulic 
oils for mining and other machineries [21,22,23,24]. 
 
 
Table 1. Examples of in-situ HMP sensor applications on 
mechanical systems and structures 
 

Application 
Category 

Application Sensing 
Mechanism 

Jet engine and 
other 
Turbomachinery 

Crack 
propagation in 
rotating disks 
and blades [6] 

Crackwire 

Rotor blade 
vibration, blade 
tip clearance, 
fatigue 
accumulation, 
foreign object 
damage (FOD) 
detection, and 
stall 
[5,13,14,15,17] 

Capacitive 
sensing, eddy 
current, infrared, 
optical/laser, 
micro/millimeter 
wave 

 

Static and 
dynamic 
structural 
deformation in 
high-temperature 
environment 
[16] 

Ceramic strain 
gage  

Crack 
propagation and 
remaining life 
prediction [1] 

Acoustic 
emission and 
fatigue cycle 
measurement 

Rotor head fault 
detection and 
fatigue life 
prediction [1] 

Acoustic 
emission and 
fatigue cycle 
measurement 

Corrosion 
monitoring [1,2] 

Electrochemical 
sensing, optical 
fiber 

Structural 
damage [18] 

Fiber-optic 
accelerometer 
and 
displacement, 
ultrasonic, 
acoustic emission 

Aircraft 
Structures 

Composite 
structure 
damage, fatigue 
[19,20] 

Piezoelectric/ 
piezoceramic 
sensing 

Large 
infrastructure 

Deformation 
monitoring 
[3,10] 

Inertia sensing 

 
 
IN-SITU HMP APPLICATION IN 
MICROELECTRONIC DEVICES AND SYSTEMS 
Compared to mechanical systems, using in-situ sensors in 
electronic devices for the health monitoring and 
prognostics purpose is an emerging application. Some 
build-in IC sensors and cells that are designed for the 
reliable operation of safety-critical ICs have been 
developed and introduced [25,26,27,28]. However, in 
contrast to a long application history of in-situ HMP 
sensing for mechanical systems, those sensors and cells for 
electronic system remain in a development stage. Many 
issues need to be addressed before any actual applications 
become possible. So far, no reports have yet shown 



services of these HMP sensors and cells in any actual 
applications.  
 
Unlike mechanical systems and structures, electronic 
devices lack technologies in general for fault detection and 
diagnose. Fault of electronic devices are not limited to 
physical damages or defects. They also vary significantly 
in nature. Even for the physical damages, many of them are 
in a micron, sub-micron or even nano-scale and do not 
necessarily link to failures or a loss of designated electrical 
performance or function. Therefore, health monitoring and 
prognostics of electronic systems lacks straightforward 
approaches to proceed, compared to that of mechanical 
systems and structures. It can help to improve the mission 
reliability of an electronic system by integrating an in-situ 
HMP system. However, considering the complexity of an 
electronic system, it can also be difficult to quantify the 
improvement on a solid theoretical or experimental basis. 
 
The proper functioning of most electronic systems depends 
on both the hardware and the software (also including 
firmware) reliability of the system. Hence, an electronic 
system failure can be a result of hardware problems, 
software problems, or both problems. However, in-situ 
sensors and HMP systems are effective primarily on 
hardware failures. Therefore, using the HMP systems alone 
is not able to ensure highly reliable operation of complex 
electronic systems. 
 
In contrast to mechanical systems and structures, which 
encounter inherent difficulty in implementing 
redundancies, design of redundancy is almost always 
feasible to an electronic system from the engineering 
standpoint. A simple theory on how to quantify the 
reliability improvement with redundancy is also available. 
To be able to evaluate reliability in a quantitative manner is 
essential to many safety-critical applications, such as 
avionics and nuclear operations, due to the specified limits 
in reliability that the federal government requires on the 
operation of certain electronic devices in these 
applications. 
 
Because of these issues, in-situ health monitoring and 
prognostics is unlikely to replace the role of redundancy in 
the high-reliability operations of electronic systems. The 
potential application of in-situ HMP sensors in electronic 
devices will be likely used more for the purpose of cost 
reduction in maintenance and replacement than for the 
purpose of reliability improvement. 
 
For an in-situ HMP system to be implemented in actual 
electronic systems, other issues that need to be addressed 
include: 

 
• Dependability of data interpretation and end-of-

life prediction 
• Additional design, manufacturing and operating 

cost for integrating an in-situ HMP system vs. the 

cost saving for using the system in maintenance 
and replacement 

• Operating reliability of the in-situ sensing and 
data processing system itself 

 
IN-SITU HMP CELLS 
There are two types of in-situ cells or built-in sensors 
developed for the health monitoring and/or life prediction 
of ICs. One type is a circuit to monitor the parameters that 
are considered as indicators of reliability and can be used 
to define failures. The other type is simply one or multiple 
independent cells or devices whose failure correlates the 
health condition of the actual circuit to be monitored. Both 
types are additional testing circuitry parasitic to actual 
functional cores.  
 
An example of the first-type cells is built-in-current 
sensors (BICS) to detect common defects of ICs due to 
normal wear-out or environmental stresses, such as 
bridging, open, and parasitic transistor defects by 
measuring the quiescent power supply current (IDDQ) of an 
IC [25]. People has developed a quiescent current monitor 
(QCM) system that consists of multiple BICS and digital 
control logic to detect elevated IDDQ current in real-time 
during system operation. The QCM performs leakage 
current measurements on every transition of a system clock 
to get maximum coverage of the IC in real-time. BICS are 
placed on the end of every standard cell row of the 
monitored system core logic and each one is used to 
monitor the quiescent current for its row and contributes to 
a single state-of-health output. The quiescent current above 
a certain level indicates an unacceptable condition or 
failure of an IC circuit. 
 
The InstaCellTM prognostic cell developed by the U.S. Air 
Force Ridgetop Group is a good example of the second-
type cells [26]. Since the cells are designed and 
manufactured with the same technology and in the same 
process with the actual circuit, the health monitoring and 
prognostic methodology assumes that the functional 
performance and the reliability condition of the monitor 
cells can represent that of the actual circuit to be 
monitored. If there are any factors that affect the reliability 
of the actual circuit in its life cycle environment, they will 
also affect the monitor cells in the same way. By building 
the monitor cells in defect-seeded, but calibrated structures 
and/or being operated under elevated stress conditions, the 
monitoring cells can have higher failure rate and shorter 
operating life than the actual circuit. They are calibrated 
and designed to fail at different time prior to the failure of 
the actual circuit, working like a “life-consumption scale”. 
The life condition of the actual circuit to be monitored is 
then determined by the scale of the monitor cells. 
 
PHYSICS-OF-FAILURE-BASED LIFE 
CONSUMPTION MONITORING  
The parameters that are monitored in an in-situ HMP 
system can generally categorized as those that can be used 



to define the failures of the systems to be monitored and 
those that cannot. The length of crack in aircraft structures 
[6], IDDQ in the health monitoring of ICs [25] and oil 
consumption in Boeing’s extended-range twin-engine 
operations (ETOPS) program [29] are examples of the first 
category of parameters. The measurement results of the 
parameters of this category in an in-situ monitoring 
environment provide a direct indicator of health condition 
and reliability. The parameters of the second category are 
primarily those parameters that are measures of 
environmental and stress conditions, such as temperature, 
humidity, vibration and radiation. In general, the 
technologies that are required to monitor the parameters of 
the first category are application-specific, while those 
technologies required for monitoring the second categories 
are usually standardized and may have multiple options in 
selection of monitoring devices. 
 
Based on parameters that need to be monitored, an in-situ 
HMP regime can also be in two categories: a test-based 
system and a physics-of-failure (PoF) based system. A test-
based in-situ HMP system requires direct measurement or 
monitoring of the parameters that can be used to define 
failures. With this approach, the health condition of an 
electronic system to be monitored can be determined by 
benchmarking the test results against the failure criteria 
defined in the reliability requirements. The life 
consumption and remaining life prediction can be achieved 
by extrapolating the test data to the defined failure point 
with or without a degradation model available on the 
parameters. 
 
However, in actual application of complex electronic 
systems, defining and monitoring failure-indicating 
parameters can be difficult and sometimes it may not be 
feasible from the perspective of engineering and business. 
Another danger with this HMP system is that it does not 
require a thorough understanding of failure mechanisms 
that govern the failure processes. As a result, the 
parameters that are monitored in the process may not be 
sensitive enough for effective monitoring until the ultimate 
failure occurs. The alternative approach is to adopt a PoF-
based in-situ HMP system. This system considers actual 
environmental and loading conditions, and requires the 
understanding of the dependence of failure on those 
external environmental and loading conditions. In return, 
the health monitoring and prognostics of an electronic 
system can be completed basically by monitoring the 
system’s life-cycle environment [30,31,32,33]. 
 
Table 2 provides an example to explain the process of 
using the PoF-based approach in health monitoring of 
electronic systems. Based on the actual environmental 
conditions recorded by the in-situ sensors and used as 
inputs to the failure models of identified major failure 
mechanisms, an estimated total time-to-failure can be 
obtained for this conditions in a given monitoring interval. 

The percentage life consumed in this interval is hence 
determined by 

 
Consumed percentage life = time interval / 
estimated total time-to-failure × 100 

 
Adding up the consumed percentage life for all the 
monitoring intervals gives the total life consumption so far 

 
Total life consumed so far = Σ percentage life 
consumed at each interval 

 
Considering the variations in operating condition and 
percentage life consumption at different intervals, an 
updated estimation on the total time-to-failure so far can be 
obtained by 

 
Updated total time-to-failure = total time 

monitored / total life consumed so far 
Total time monitored  = Σ all time intervals 

 
Finally, estimation on the remaining life up to the current 
monitoring interval is determined by 

 
Remaining life = updated total time-to-failure - 
total time monitored 

 
A physics-of-failure based life-consumption monitoring 
methodology is being developed in CALCE Electronic 
Products and Systems Center at the University of Maryland 
for in-situ health monitoring and prognostics of electronic 
systems [30,31,32,33]. This is an on-going effort made on 
failure modeling and health monitoring process 
development. Studies have also been conducted on 
experimental verification of this approach. Figure 1 shows 
an example of the results obtained these studies completed 
at CALCE Electronic Products and Systems Center [33]. In 
this case, solder joint fatigue was identified as the 
dominant failure mechanism and the estimated life of 61 
days was obtained using the in-situ life consumption 
monitoring. The result correlates well to the measured 
result of 66 days in end-of-life. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Table 2. An example of using the PoF-based approach in 
in-situ electronics HMP 
 
Monitoring 
schedule in 
days

1 2 3 4 5 6 7 Total

Estimated time-
to-failure (days) 8 5 12 7 18 7 4 N/A

Consumed 
percentage life 
(%)

12.5 20.0 8.3 14.3 5.6 14.3 25.0 100.0

Estimated total 
life (days)

8.0 6.2 7.3 7.3 8.2 8.0 7.0 N/A

Estimated 
remaining life 
(days)

7.0 4.2 4.3 3.3 3.2 2.0 0.0 N/A
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Figure 1. A demonstration of the PoF-based in-situ HMP 
methodology by comparing the actual end-of-life 
measurement results and the HMP results using the PoF-
based methodology [33] 
 
 
SUMMARY 
With potential applications in the health monitoring and 
prognostics of electronic systems, two types of in-situ cells 
and sensors  have been developed. However, for these 
emerging technologies to be used in actual applications of 
electronic systems, many issues need to be addressed. 
Considering the engineering feasibility in sensor 
implementation, in-situ HMP sensors are unlikely to play a 
major role in applications, such as avionics, that require 
stringent reliability operation with specified quantitative 
limits imposed by the federal government. They will be 
likely used more for the purpose of cost reduction in 
condition-based maintenance and replacement than for the 
purpose of reliability and safety. 
 
A physics-of-failure-based in-situ HMP methodology for 
electronic systems is under development in CALCE 
Electronic Products and Systems Center at the University 

of Maryland. This methodology offers a feasible and a 
cost-effective alternative to the directly test-based health-
monitoring and life-prediction approach. 
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